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SECTION 1:  MULTIPLE CHOICE 
 
Please answer all questions for this section on the multiple choice sheet 
provided. 
 
 
Multiple Choice 
Identify the choice that best completes the statement or answers the question. 
 
Critical Thinking Questions 
 
Case 1 
 
Maddy has been performing at a very high level at the firm, and so when two 
colleagues of hers who are currently leading other development efforts get sick or 
leave the company, she is asked to step in and help manage these two other efforts. 
 
 1. When Maddy sits down at the first meeting that she is able to attend at which the first 
group is gathering, she hears them discussing the feasibility study in which they are 
currently engaged. She knows, then, in which phase of the SDLC this team currently 
is. Which phase is it? 
a. systems analysis 
b. systems design 
c. systems planning 
d. systems implementation 
 
 2. After leaving the first meeting, Maddy goes down the hall to meet with the outgoing 
manager of the second team. In that meeting, he shares with her the latest draft of 
the systems requirement document, which is nearly complete. In which phase is the 
second team currently? 
a. systems analysis 
b. systems design 
c. systems planning 
d. systems implementation 
 
Case 2 
 
As part of the annual report for the fiscal year just ended, Lara is working on a grid 
that summarizes the major decisions that the small business for which she works 
made during the year. As part of her review, she is identifying whether a decision 
was impacted by factors internal to the company, or external. 
  
 
 3. Lara has just finished writing a short blurb about the internal factors that impacted 
the major decisions made by the company last fiscal year. Which of the following 
factors does NOT appear on that list? 
a. Users were not satisfied by the current tracking database because it was 
difficult to learn and lacked flexibility. 
b. The bar code technology that they have always used to monitor the 
movement of their products from the factory floor to the retail checkout 
counter has begun to be replaced by RFID tags. 
c. In-house database users wanted information systems support for new 
features that did not exist when the system was first developed five years 
earlier. 
d. The current systems have, over time, become a patchwork of changes and 
corrections that cannot support the company's overall sales volume. 
 
 4. Which of the following does not appear on Lara's list of external factors? 
a. The economy experienced a period of expansion, requiring the company to 
respond with a scalable system that could handle the additional volume 
and growth. 
b. Sales reps requested a more powerful sales analysis report. 
c. The firm's closest competitor launched a new sales incentive with which 
Lara's firm needed to compete. 
d. Congress instituted an Internet sales tax. 
 
Case 3 
 
Sam is the analyst with the responsibility for assessing the economic feasibility of the 
new system that his team has been hired to develop for Widgets, Inc. 
 
 5. Which of the following is NOT an area in which Sam must estimate costs to 
determine TCO? 
a. licenses 
b. facility costs 
c. cost of competitors' systems 
d. equipment 
 
 6. Sam's boss has asked for a quick list of the tangible benefits of the new system, 
because the client has expressed some concerns about the project and she wants to 
reassure him. Which of the following would NOT be on such a list as developed by 
Sam? 
a. The new system is more user-friendly, thus increasing employee job 
satisfaction. 
b. The new scheduling system requires overtime. 
c. The new inventory control feature cuts excess inventory and eliminates 
production delays. 
d. The new online package tracking feature improves service and decreases 
the need for clerical staff. 
 
  
 
Case 4 
 
Andrea has a number of report templates at her disposal to respond to her boss's 
requests but they have all been carefully filed in a number of folders. In order to 
know where to find a report likely to meet the needs of her manager, she first needs 
to know what category of report will satisfy the request. 
 
 7. Andrea's manager needs to get a report of all of the purchases made by employees, 
using their employee discount, in a given week. In which of the following folders is 
she likely to find this category of report? 
a. exception reports 
b. summary reports 
c. detail reports 
d. control reports 
 
 8. Andrea's manager has looked over the individual employee purchases and now 
wants a report that will identify only those employees who have spent more than 
$1,000 with their discount in the past two months. In which of the following folders is 
she likely to find this category of report? 
a. exception reports 
b. summary reports 
c. detail reports 
d. control reports 
 
Case 5 
 
Grant has been asked to classify a number of different processing systems that his 
consultancy's client uses. 
 
 9. Grant is analyzing a processing system and he has determined that it is an online 
processing system and not a batch processing system. Which of the following, then, 
is not one of the system's characteristics? 
a. The users at the client site interact directly with the information system. 
b. The system requires significant network resources. 
c. The users at the client site can access data in the information system 
randomly. 
d. All of the above 
 
 10. Grant is looking at a second system. This system, he determines, is a batch 
processing system. How does he know? 
a. Users can access data randomly. 
b. The information system at the client site is available whenever necessary 
to support business functions. 
c. The system at the client site processes transactions completely when and 
where they occur. 
d. The IT operations group, at the client site, run programs at a predetermined 
schedule, without user involvement, during regular business hours, at 
night, or on weekends. 
 
Case 6 
 
Sasha is making recommendations to clients about the kinds of network topologies 
they should consider, given their particular circumstances. 
 
 11. Sasha's first client is looking for a network topology that is particularly well-suited for 
the exchange of data with other divisions within their company. Which of the 
following is Sasha most likely to recommend? 
a. ring network 
b. bus network 
c. star network 
d. hub network 
 
 12. Sasha's client is risk-averse and wants to leverage whatever the most popular LAN 
topology is—in order to be on the bandwagon with everyone else. In light of this, 
which of the following will Sasha recommend to this client? 
a. bus network 
b. ring network 
c. hub network 
d. star network 
 
Case 7 
 
Jonathan is part of a team that is responsible for implementing a new information 
system, the design of which was developed using traditional structured methods.  To 
manage the complexity of the application development process, Jonathan wants to 
employ structured development techniques, and he turns to you for information 
about these techniques.  You begin by telling him about structure charts, which show 
program modules and the relationships among them using various graphical 
symbols. 
 
 13. You inform Jonathan that one type of element in a structure chart is a data couple, 
which shows data that one module passes to another.  What symbol is used for a 
data couple? 
a. an arrow with a filled circle 
b. an arrow with an empty circle 
c. a line with a diamond on one end 
d. a curved arrow 
 
 14. Jonathan asks you how to represent the fact that one program module (a control 
module) determines which other, subordinate modules will be invoked.  You tell him 
that he can use a condition. What symbol is used for a condition? 
a. an arrow with a filled circle  
b. an arrow with an empty circle  
c. a line with a diamond on one end  
d. a curved arrow  
 
  
 
Case 8 
 
Libby and her team have finished the coding of a new application, and they are 
ready to begin testing.  She asks Emma for help in designing the types of tests that 
she and her team should perform. 
 
 15. Libby mentions that she must test a program that interacts with other programs, and 
she wants to begin by testing the program individually.  Emma tells her about a 
process in which a programmer simulates each program outcome or result and 
displays a message to indicate whether or not the program executed successfully.  
What is the name of this process? 
a. integration testing 
b. system testing 
c. link testing 
d. stub testing 
 
 16. Emma also recommends that Libby test groups of programs that depend on each 
other to ensure that they work together properly.  What is one name for this type of 
testing? 
a. integration testing 
b. unified testing 
c. unit testing 
d. stub testing 
 
Case 9 
 
Jamal's firm contracts to provide risk management services for a wide range of 
smaller companies that cannot provide the service for themselves. One of Jamal's 
responsibilities at the end of each month is to review the threats encountered by the 
companies and put them into the appropriate categories. 
 
 17. One of his firm's clients details an incident in which a hacker—a former employee—
stole trade secrets from the client and threatened to release them to the competition 
of he was not paid. In which of the following categories does Jamal place this 
incident? 
a. vandalism 
b. trespass and espionage 
c. extortion 
d. software attack 
 
 18. Another of Jamal's clients has software that is so outdated that it has become 
increasingly vulnerable to attack. How does Jamal categorize this threat? 
a. human error 
b. technical obsolescence 
c. service failure 
d. espionage 
 
  
 
Case 10 
 
As another one of his responsibilities, Jamal captures information from clients about 
attacks they have borne and from their description, he identifies the kind of attack 
they have experienced. 
 
 19. One of Jamal's clients reports that the traffic on their network is being intercepted 
and scanned for valuable information. How does Jamal categorize this incident? 
a. spoofing 
b. man in the middle 
c. dumpster diving 
d. sniffing 
 
 20. Another of Jamal's clients describes a situation in which a caller to their help desk 
pretended to be a legitimate user and requested that his password to his company 
account be changed. How does Jamal categorize this incident? 
a. social engineering 
b. man in the middle 
c. spoofing 
d. privilege escalation 
 
 
SECTION 2:  LONG QUESTIONS 
 
Please answer all questions for this section in the exam book provided. 
 
 
QUESTION 1:  Phase 1 - Planning 
 
Systems’ planning is the first of five phases in the systems development life cycle. 
 
1.1 You have an interview for an IT position with MultiTech, a large 
telecommunications company and you want to learn more about 
the firm and its organizational structure.  To prepare for the 
interview, you decide to review your knowledge about 
corporations.  Include the answers to the following questions in 
your preparation: 
 
a) What are the four organizational levels in a typical company? 
 
b) What types of information systems might a large company 
use, give a description explaining each one? 
 
 
 
 
 
 
 
(4) 
 
 
(6) 
   
  [10] 
 
  
 
QUESTION 2:  Phase 2 – Analysis 
 
Systems analysis is the second of five phases in the systems development life cycle. 
 
2.1 CASE STUDY  
   
 Situation:  The University of Johannesburg is considering a 
new system (on all 4 campuses) for students taking books out 
of the library.  The Head Librarian Samantha Green has asked 
you, the systems analyst, to head up the project.  You decide 
to use questionnaires as your main fact-finding technique 
during the planning phase, because you can then obtain 
information about a wide range of topics from a large group of 
people e.g. how the job could be performed better or more 
efficiently. 
 
a) Samantha has asked you what you will take into 
consideration when designing your questionnaire in order to 
make sure that your questions collect the right data in a 
form that you can use to further your fact finding? 
 
b) Samantha also asks you to give the survey to about 20 staff 
members and 200 students.  To ensure that the student 
sample groups represent the overall population e.g. 1st,, 2nd 
and 3rd year students, what sampling techniques should you 
take into consideration? 
 
c) Why have you chosen a questionnaire rather than 
interviews in this case? 
 
 
 
 
 
 
 
 
 
 
 
 
 
(9) 
 
 
 
 
 
(6) 
 
 
(1) 
   
2.2 Systems analysts use many graphical techniques to describe an 
information system.  One popular method is to draw a set of data 
flow diagrams.  Draw a Context Diagram for the following scenario:  
Every month the Medical Centre receives a list of current medicine 
available from the pharmacies.  These lists are collated into a 
catalogue of medicines which is copied and given to the doctors. 
 
 
 
 
 
(6) 
   
2.3 Give a brief definition for each of the following terms: 
 
a) Spontaneous Generation 
b) Black Hole 
c) Gray Hole 
(3) 
  
2.4 Matching 
 
Identify the letter of the choice that best matches the phrase or 
definition.  Please answer the question as follows:   
 
Example 1 = B DO NOT write 1 = IBS otherwise I will NOT 
mark it. 
(10) 
 
a. cloud computing f. physical design 
b. IBS g. logical design 
c. managed hosting h. Web 2.0 
d. WebSphere i. benchmarking 
e. modular j. systems requirement 
document 
 
1. Predicted by industry leaders to offer an overall online software and 
data environment supported by supercomputer technology 
 
2. Describes a second generation of the Web that will enable people to 
collaborate much more dynamically 
 
3. An example of a Web-based development environment 
 
4. Attractive to customers because it offers online data center support, 
mainframe computing power for mission-critical functions, and universal 
access via the Internet 
 
5. Another name for IBS 
 
6. A good way to measure relative performance of two or more competing 
products in a standard environment 
 
7. Like a contract that identifies what the system developers must deliver 
to users 
 
8. In this kind of design, individual processing components can be created 
that connect to a higher-level program or process 
 
9. With an information system, a plan for the actual implementation of the 
system 
 
10. With an information system, a definition of the functions and features of 
the system and the relationships among its components 
 
  [35] 
 
  
 
QUESTION 3:  Phase 3 – Design 
 
Systems design is the third of five phases in the systems development life cycle. 
 
3.1 CASE STUDY  
   
 Situation:  Sky-High Internet Services is a leading Internet 
service provider in a metropolitan area.  The new customer 
billing system has caused an increase in complaints.  Tammy 
Jones the office manager, asked you to investigate the 
situation.  After interviewing data entry operators and 
observing the online data input process, you are fairly certain 
that most errors occur when data is entered. 
 
a) Suggest several types of data validation checks that could 
be used when input data is entered; explain to Tammy how 
these checks work. 
 
b) You suggest to Tammy that input masks should also be 
considered to reduce input errors.  Explain to Tammy what 
input masks are. 
 
 
 
 
 
 
 
 
 
 
(8) 
 
 
 
(2) 
  
  [10] 
 
QUESTION 4:  Phase 4 – Implementation 
 
System implementation is the fourth of five phases in the systems development life 
cycle. 
 
4.1 CASE STUDY  
   
 Situation:  Calico Prints creates a wide range of fabrics and 
wallpapers.  Recently the company updated its payroll 
software as an in-house development project.  The system is 
now ready to be used. 
 
a) The CEO has asked you to develop a training program for 
all the users of the system.  What tips should you keep in 
mind when developing the training program? 
 
b) Discuss Podcasts and Tutorials as an alternative training 
option. 
 
 
 
 
 
 
 
(8) 
 
 
(2) 
   
  [10] 
   
QUESTION 5:  Phase 5 – Operation, Support and Security 
 
Systems operation, support and security is the final phase in the systems 
development life cycle. 
 
5.1 To provide system security you must consider six separate but 
interrelated levels.  System security is only as strong as the 
weakest link.  Name and Explain the SIX security levels that must 
be considered. 
 
 
 
(12) 
   
5.2 Risk management requires continuous risk identification, 
assessment and control.  Give a brief definition for each of the 
following terms: 
 
a) Risk identification.   
b) Risk assessment 
c) Risk control 
 
 
(3) 
   
  [15] 
 
 TOTAL [100] 
 
  
MEMORANDUM 
 
Section 1 
 
 1. ANS: C 
 2. ANS: A 
 3. ANS: B 
 4. ANS: B 
 5. ANS: C 
 6. ANS: A 
 7. ANS: C 
 8. ANS: B 
 9. ANS: B 
 10. ANS: D 
 11. ANS: A 
 12. ANS: D 
 13. ANS: B 
 14. ANS: C 
 15. ANS: D 
 16. ANS: A 
 17. ANS: C 
 18. ANS: B 
 19. ANS: D 
 20. ANS: A 
 
Section 2 
 
1.1 a) (4 Marks) 
 
Top managers 
Middle managers and knowledge workers 
Supervisor s and team leaders 
Operational employees 
 
1.1 b) (6 Marks) 
 
Enterprise Computing - Refers to information systems that support company-wide 
operations and data management requirements. 
 
Transaction Processing - Process data generated by day to day business 
operations. 
 
Business Support - Provide job related information support to users at all levels of a 
company. 
 
Knowledge Management - Consists of a large database that allows users to find 
information by entering keywords or questions in normal English phrases. 
 
User Productivity – companies provide employees at all levels with technology that 
improves productivity e.g. groupware. 
 
Information Systems Integration – A combination of all of the above. 
 
 
2.1 a) (9 Marks) 
 
Keep the questionnaire brief and user friendly. 
 
Provide clear instructions that will answer all anticipated questions. 
 
Arrange the questions in a logical order, going from simple to more complex topics. 
 
Phrase questions to avoid misunderstandings 
 
Try not to lead the response or use questions that give clues to expected answers. 
 
Limit the use of open ended questions that are difficult to tabulate. 
 
Limit the use of questions that can raise concerns about job security or other 
negative issues. 
 
Include a section at the end of the questionnaire for general comments. 
 
Test the questionnaire whenever possible on a small test group before finalizing it 
and distributing to a large group. 
 
2.1 b) (6 Marks) 
 
Stratified sample – e.g. select 50 students from each of the four campuses 
Systematic sample – select every 10 student who visits the library 
Random sample– selects any 200 students 
 
2.1 c)  (1 Mark) 
 
Interviews are time consuming 
 
2.2 (6 Marks) 
 
 
2.3 (3 Marks) 
 
a) no input 
b) no output 
c) input insufficient to produce output 
 
2.4 (10 Marks) 
 
 
MATCHING 
 
 1. ANS: A  
 
 2. ANS: H  
 
 3. ANS: D  
 
 4. ANS: B  
 
 5. ANS: C  
 
 6. ANS: I  
 
 7. ANS: J  
 
 8. ANS: E  
 
 9. ANS: F  
 
 10. ANS: G  
 
 
3.1 a) (8 Marks) 
 
 Sequence checks are used when the data must be in some predetermined 
sequence. 
 
 Existence checks are used for mandatory data items. 
 
 Data type checks test to ensure that a data item fits the required data type. 
 
 Range checks test data items to verify that they fall between a specified 
minimum and maximum value. 
 
 Reasonableness checks identify values that are questionable, but not 
necessarily wrong. 
 
 Validity checks are used for data items that must have certain values. 
 
 Combination checks are performed on two or more fields to ensure that they 
are consistent or reasonable when considered together. 
 
 Batch controls are totals used to verify batch input and might involve checking 
data items such as record counts and numeric field totals.  
 
3.1 b) (2 Marks) 
 
Input masks are templates or patterns that restrict data entry and prevent errors. 
 
 
 
4.1 a) (8 Marks) 
 
Train people in groups, with separate training programs for distinct groups:  group 
training makes the most efficient use of time and training facilities.  In addition, if the 
group is small, trainees can learn from the questions and problems of others. 
 
Select the most effective place to conduct the training:  training employees at your 
company’s location offers several advantages.  Employees incur no travel expense, 
they can respond to local emergencies that require immediate attention and training 
can take place in the actual environment where the system will operate.  
Disadvantages are the employee can get distracted by telephone calls and other 
duties. 
 
Provide for learning by hearing, seeing and doing:  some people learn best from 
lectures, discussion and question and answer session.  Others learn best from 
viewing demonstrations or from reading documentation and other material.  Most 
people learn best from hands on experience.  You should provide training that 
supports each type of learning. 
 
Rely on previous trainees:  after one group of users has been trained, they can 
assist others. 
 
4.1 b)  (2 Marks) 
 
A podcast refers to a web-based broadcast that allows a user to download 
multimedia files to a PC or portable device. 
 
A tutorial is a series of online interactive lessons that present material and provide a 
dialog with users. 
 
 
 
5.1 (12 Marks) 
 
Physical security – the first level of system security concerns the physical 
environment including IT resources and people throughout the company.  Special 
attention must be paid to critical equipment located in operations centers, where 
servers, network hardware and related equipment operate.  Operations centers 
require special protection from unwanted intrusion. 
 
Network security – to provide security for network traffic, data can e encrypted which 
refers to a process of encoding the data so it cannot be accessed without 
authorization. 
 
Application security – it is necessary to protect all server based applications.  This 
requires an understanding of services, hardening, application permissions, input 
validation techniques, software patches and updates and software logs. 
 
 
File security – computer configuration settings, users personal information and other 
sensitive data are stored in files.  The safety and protection of these files is vital and 
analysts need to consider the importance of encryptions or encoding files to make 
them unreadable by unauthorized users. 
 
User security – involves the identification of system users and consideration of user 
related security issues.  User security requires identity management, comprehensive 
password protection defenses against social engineering etc. 
 
Procedural security – concerned with managerial policies and controls that ensure 
secure operation.  Management must work to establish a corporate culture that 
stresses the importance of security to the firm and its people. 
 
5.2 (3 Marks) 
 
Risk identification – analyses the organizations assets, threats and vulnerabilities. 
Risk assessment – measures risk likelihood and impact. 
Risk control – develops safeguards that reduce risks and their impact. 
 
 
 
